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Results Map:
Responsible:
• Provides understandable and accurate information
• Accountable, innovative, and efficient government
• Sustained fiscal health through a well-run organization
Scott County Board Objective/Strategy:
Objective:
• Performance: Identify and implement changes to service delivery leading to improved outcomes
Strategies:
1. Design and implement business model changes that improve service delivery
2. Broaden community participation in all aspects of planning, decision-making, and plan
implementation
3. Evaluate and address Scott County Government operations based on 2040 Comprehensive
Plan
4. Recruit, retain, and support a high-quality, culturally-informed workforce
What goal are you trying to accomplish?
The goal of risk management in the county is to identify, assess and prioritize potential risks to the
County through mitigation strategies.
Background:
In its broadest sense, Internal Services can be defined as groups of related activities and resources
that are administered to support the needs of programs and obligations of an organization. They are the
services that are happening behind the scenes, often going unnoticed, supporting the lines of business
so that those business units can do their day-to-day work to achieve larger outcomes. For example,
Information Technology (IT) is constantly ensuring the systems and applications used day in and day
out are up and running. Our end users are fully aware when systems are available and IT is fully aware
when they are not. What end users often take for granted is that IT is also making sure our systems are
safe. Protecting private and confidential data and ensuring our systems don’t fall victim to malicious
cyber attacks that compromise our citizen’s identity and potentially land Scott County on the front page
of the Star Tribune.
Likewise, Procurement, also a function of Internal Services, exists to provide business units the ability
to purchase goods and services to perform their work. At the same time, it is governed by a number of
statutes providing guidance about how and from whom government entities can purchase. While the
business wants a quick, simple response to procurement, that isn’t always possible as organizational
risks may exist. Both Procurement and IT manage risk that may not even be known by the business.

Further, measuring performance in both areas isn’t simple. Often times it isn’t what is happening that is
the measure; it is what isn’t happening. Well written contracts don’t result in lawsuits and well managed
IT security doesn’t result in data breaches. Those results don’t necessarily fit neatly into performance
measures. Both IT and Procurement had a set of measurements for a number of years. Data was
collected and they were reported on at previous Scott County Delivers conversations. Over the past
three years, since the last formal Scott County Delivers conversation, both departments launched work
with the Quality Improvement department to redefine measures as it was felt that previously identified
measures were not informing business decisions or necessarily reflective of the work being performed.
Performance measures were evaluated in both departments and adjustments were made to provide
more accurate information in both departments. IT has collected some updated data on new measures.
Procurement will begin collecting updated data in 2022.
As discussed in a number of conversations, risk in unavoidable. Risk exists in everything we do. Risk is
the uncertainty that surrounds future events and outcomes. It is an expression of the impact of an event
and how vulnerable an organization is to these impacts as measured through its people, processes,
and policies.
Throughout the County, leaders and staff are constantly identifying, assessing and prioritizing risks. As
discussed in previous Scott County Delivers Risk Management discussions, the organization’s best
tools to mitigate risk are through sustained and continuous training programs and through effective and
efficient policy and procedure design. Scott County’s biggest risks come from human decision making.
The day-to-day decisions employees make bring with them inherent risk. Providing appropriate and
continuing education and training to employees helps them to make sound decisions and is the best
mitigation tool we have. County policies and procedures provide the boundaries to employee decision
making.
The initial Scott County Delivers Risk Management discussion focused on the framework of Enterprise
Risk Management as described and discussed from a high-level organizational perspective. The
second discussion in 2018 was focused on how the County integrates risk identification and
prioritization in day-to-day activities. The areas focused on this discussion include day-to-day activities
within the Office of Management and Budget Division (OMB) – Retiree Health Insurance; Contract
Management; Purchasing; Loss Control; Volunteer Coordination; and IT Data Security.
In this Scott County Delivers session, we are going to continue our discussion on Enterprise Risk
Management including updates on outcome work in contract management and purchasing since the
last discussion as well as focusing on the day-to-day risk activities of data security and data privacy.
Over the past year and a half, the Procurement Department has been looking at previously identified
Key Performance Indicators (KPIs) to see if they were informing our decisions and were reflective of
our work. One challenge with previous contract management and purchasing data is related to the
County’s hybrid approach to procurement. While policies, procedures, and reviews for the County are
centralized through the Procurement Department in OMB, each division has staff within their teams
responsible for day-to-day procurement tasks such as solicitations, drafting contracts, and contract
management. Collecting accurate data proved to be a bit challenging and not consistent throughout the
various divisions. As a result we identified a shortcoming of not having had all the information in our
previous conversations. To work towards developing measures that could be more reflective of all
procurement in the County, our team worked with the Quality Improvement staff to redefine our
measures. In these discussions, three goals were identified: 1) Develop measures that reflect of total
volume; 2) Develop measures that reflect performance across all program areas; and 3) Develop a
method for review of the data to identify opportunities for system improvements.
Government purchasing is governed by a number of state statutes guiding what type of solicitation is
required when making purchases using taxpayer money.
• Purchases under $25,000 are able to be made on the free market

•
•

Purchases between $25,000 and $175,000 require a minimum of two quotes
Purchases for goods and services over $175,000 must be made by a seal bid process or a
Request for Proposal process

The time to complete these processes vary. On average a Request for Purchase (RFP) takes 12 weeks
from the first publication and a bid process takes 6 weeks from publication. While the length of time for
purchasing can be a source of frustration for staff, these processes are critical risk mitigation tools.
Moving forward, the percent of vendors selected within the agreed upon timelines will be measured with
target performance goals of 95% for bids and 90% for Request for Proposals. The end point for both
processes will be when the vendor is selected. Measuring these timelines consistently will provide data
for process improvements as well as compliance indicators.
Contracts provide a wide range of value to the County. Contracts are unique and misunderstood.
Describing the value of contract work is challenging. We often hear, “we have never had a problem so
why do we need to go to all this work of putting it in a contract?” “Why does it matter?” “Why can’t I just
do business with who I want to do business with?” “This is too much work for the amount we are paying
for this work.” The interesting thing about contracts, different from other lines of business, is that the
measure of the process often is what doesn’t happen vs. what does happen. When we do our job well
in contracts, nothing happens i.e contracts are not breached, lawsuit doesn’t occur and therefore it is
difficult for users to identify and understand the value of the process; it is often taken for granted.
Further, the monetary value of a contract does not necessarily equal its level of risk. Low dollar value
contracts can have larger risks than multimillion dollar contracts.
Contracts are a written record of agreement between the County and a Partner outlining the
expectations of a transaction. Contracts provide transparency into spending as well as serve as an
opportunity to reduce potential conflicts and increase productivity upfront. Contracts are an important
risk mitigation tool for the County. Regardless of the value contracts bring to an organization, process
to execute a contract is another source of frustration for staff. A well written contract from start to
execution can expect to take up to 10 weeks to complete. Planning for this timeframe can reduce
frustration. Valuable information can be gained when start to finish is outside of this timeline. Training
may need to occur or in other instances, changes organizationally may need to be understood. For
example, if the volume of contracts in the organization increases substantially, there could be a large
impact on the process. By consistently measuring contract timelines across the organization from start
to execution, invaluable information can be obtained. The target performance goal of 95% has been
set. The purchasing and contracting timeline measures outlined here will begin to be measured in
January of 2022.
In the previous Scott County Delivers Risk Management conversation, we presented a first look at
electronic data security. Electronic data security continues to be a main risk for organizations.
Government entities obtain and store large amounts of personal data due to the nature of its business.
Over the past several years, the County has taken a number of measures to secure private data and to
ensure our electronic systems are safe. Scott County IT conducts annual penetration testing to identify
any weaknesses against the County’s firewall both internally and externally. The goal of penetration
testing is to remove or reduce the qualitative impact of critical threats. During the midst of the COVID
pandemic, the County was able to improve the overall security score from a 26 to 11. For this
measurement, security threats are identified as low, medium, high. A security score is assigned to the
threat depending on its overall degree. The lower the score, the better we are doing at identifying and
mitigating security threats.
The County has also made significant progress in setting up multifactor authentication (MFA) for all
systems and applications. MFA is essential as it significantly reduces the chance of unauthorized
access to private and confidential data and ensures that upon employee separation, the employee
immediately loses access to all systems. Previously, IT staff would have to go into each system or

application and disable a departing employee’s permissions. It was likely that systems or applications
may be missed and consequently system access may still exist long after employment separation.
Collaboratively, IT and Procurement have worked closely to add MFA language into contracts for all
new systems. If vendors do not offer MFA as a part of their software solution, we have required them to
have MFA implemented prior to a new system Go Live. We have had a couple of examples in the past
year where vendors have either not had MFA or have not agreed to implement it by Go Live and
consequently the County has made the risk decision to either not enter into agreements or have
cancelled agreements as a result. In the past two years, IT has completed a number of MFA’s on
current systems/applications and at this point are close to having all existing systems covered.
Closely related to the protection of electronic data security, is data privacy. Citizens have the right to
request personal and private data from local government entities as governed by Minnesota State Law
Chapter 13: Government Data Practices as well as other applicable federal laws. Because of this right
and laws associated with data practices, the County has a responsibility to administer data practices in
an effective and efficient manner.
In August of 2019, the County hired its first Data Privacy Coordinator to work with business units on
various issues of data privacy, records management, and data security. Prior to this position,
departments were either on their own to manage data information requests/issues or had to go directly
to the County Attorney’s Office for assistance. The Data Privacy Coordinator has been a step in
between doing it yourself or going directly to the legal department, which is a costly use of resources for
work that can often be handle by data privacy staff instead. This position has resulted in a number of
value adds to the County. This position can be viewed as a results-oriented, outcome-based consultant
who becomes a part of the solution for departments to work with directly when managing various
information requests. Simple requests may result in merely a consult while others more complex
requests can result in the need for reviewing documents, redacting information, or coordinating with IT
on copies or correspondences requested. Additionally, this position has also played a role in
collaborating with IT to balance the needs of system security with how that intersects with data privacy.
This has included discussions about how various software systems used by the County process data
from inception to destruction. For example, consulting and training on regulatory or legal questions
about classifications of data and the rules that apply to each classification as well as identification of
records and their applicable retention or disposition.
From an Enterprise Risk Management and value add perspective, the data privacy work is a risk
mitigation tool for protecting the organization related to multiple risk buckets (reputational, regulatory,
and operational). The County has to balance the need to operate in a transparent manner (the
relationship between citizens and their government) while protecting the private data that we are
required to collect in order to perform essential government duties. Key to this need for balance is the
ability of the Data Privacy Coordinator to manage the conflicting interests of privacy and transparency.
As these interests often cross the boundaries between business units, as well as between the county
and external organization/individuals, data privacy tools must be flexible, agile, and adaptable to a
myriad of different situations and circumstances.
Upon the inception of the Data Privacy Coordinator position, we began working with Quality
Improvement to identify performance measures for the program. Unfortunately, shortly after we hired
the position, COVID hit and a large portion of the Data Privacy Coordinator’s time was reassigned to
assist with Emergency Management Logistics. During the several months balancing logistics with the
day-to-day duties of data privacy, we lost some valuable time and traction in setting up measures for
this new program. Fortunately, our Coordinator tracked much of his work separately in terms of how his
time was being spent on which tasks and with which departments. We used that data to put together
measures in preparation for this conversation. Also, we further discussed additional measures to collect
data on in the future. Moving forward we will continue to evaluate these measures and their
effectiveness in guiding business decisions related to data privacy, their intersection with data security,
and their effectiveness in mitigating risk to the County.

Key Performance Indicators (KPIs) and Supporting Measure(s):
Information Technology:
• Year Over Year Security Risk Rating (IT Performance Measure KPI 9028)
Budget and Strategic Planning:
• Percent of Vendors Selected within Agreed Upon Times (New: Beginning January 2022)
• Percent of Contracts signed with Agreed Upon Timeline (New: Beginning January 2022)
• Countywide Annual Security Awareness Training Completion (Data Privacy
•
•
•
•

Performance Measures – Snapshot #1)
Consultation Time (Data Privacy Performance Measure – Snapshot #2)
Total Consultation Hours by Division (Data Privacy Performance Measure – Snapshot
#3)
Case Complexity (Data Privacy Performance Measures – Snapshot #4)
Employee Trained – Records Identification (New: Beginning January 2022)

What’s working well and why?
• Strong understanding of contractual risk from an organizational perspective
• Continue to see improvements in contracts- continually better at how we are asking, what we
are asking
• Continue to see improvements in how we select vendors
• Implemented a new internal grant review process to understand how does the potential grant
impact more than just the department applying for the grant (i.e. impacts on ER, Risk, IT,
Facilities, etc.)
• Good cross collaboration between Risk Management and IT; work well together to understand,
identify and mitigate risk
• Security requirements have been incorporated into all new software contracts and are now a
part of our IT contract boilerplate
• Hired a data privacy coordinator to work across the County on issues of data privacy and
records retention
• Collaboration between IT Data Security and Data Privacy
• Collaboration with all County departments on data privacy
• Strong integration with County Attorney’s Office (i.e. data privacy and contracts)
• Finding more information on insurance (i.e. shooting range never insured)
• Onboarding employees – make sure they have the right systems access and training them on
data privacy
• Employee offboarding – moving systems/applications to MFA ensures access is removed at
time of employee separation
• Understanding and consideration of reputational risk
• Making risk-based decisions (i.e. software contracts not moved forwarded because security
risks could not be mitigated sufficiently)
• County taking a lead on moving systems to the cloud; proactive and earlier than other
government counterparts
• By moving to the cloud with systems in separate datacenters, any potential data breach
minimizes data access because our data is not centrally located
• New tracking/data collection system for all countywide procurement and contracts
• Approved for the implementation of a data privacy software in 2022

What’s not working well and why?
• Internal Services can sometimes cause frustration for other departments due to the legal and
professional requirements that must be complied with
• Departments frequently struggle to understand the value added and risks mitigated by having to
take additional steps required by Internal Services to achieve their desired outcome
• Designate existing group to conduct regular review of risk plans
• Need a better understanding organizationally of the varying degrees of risk as well as County’s
tolerance for risk
• We don’t factor risk into the time calculation for getting a project done; delivery on time
• Systemically have not integrated risk discussion; risk discussions are ad hoc
• Challenges have increased in new “COVID” virtual world
Next Steps / Future Program Development and why?
• Incremental improvements - don’t let the size of the problem stop you from starting; we can’t
solve it all at once
• Organizational Maturity: moving into a bigger organization- we are growing into this; continued
understanding and appreciation for impacts on each other
• Add “What is a Record” training to employee onboarding process
• Evaluation of offsite records storage; what is the cost to the County; possible future measure
• As we move more and more towards electronic records, continued collaboration between Risk
Management, Data Privacy, and IT is a must
• Future procurement measures may include: dollars saved through procurement processes;
percentage of renewals reviewed and completed prior to contract expiration; percentage of work
started before contract execution; percentage of contracts/PO’s against total spend; and
percentage of contracts “on time and on budget”
Resources:
Resource
Type
Snapshot
Snapshot
Snapshot
Snapshot
Snapshot

Title

Location

Year Over Year Security Risk Rating
Countywide Annual Security Awareness
Training Completion

IT Performance Measures KPI 9028
Data Privacy Performance Measures –
Snapshot #1
Data Privacy Performance Measures –
Snapshot #2
Data Privacy Performance Measures –
Snapshot #3
Data Privacy Performance Measures –
Snapshot #4

Consultation Time (Hours)
Total Consultation Hours by Division 2021
Case Complexity – All Departments
(percent of all cases)

Improving Performance Measures
New Measure (s)

Replacing / Old Measure(s)

Reason

INFORMATION AND TECHNOLOGY (IT)
•
•

Year Over Year Risk Rating
(Penetration Test)
Countywide Annual Security
Awareness Training Completion

Phish Campaign Fail Rates
Employee Phishing Test Reporting vs
Phish Alert
Number of Actual (non-test) Phishing
emails Reported

New measure provides a more comprehensive
look at IT security systems
Data is collected by an outside resource
Annual performance can be compared against
past performance

PhishAlert Reported Email Results

New Measure (s)

Replacing / Old Measure(s)

Reason

ENTERPRISE RISK MANAGEMENT – CONTRACTS AND PROCUREMENT

•

Percent of Vendors Selected
Within Timelines

Percent of contracts / purchase orders
managed vs spent

•

Percent of Contracts Signed within
Timelines

Total Days from Department Contract to
Procurement Execution – by Process

Beginning in 2022, data on contract and
procurement work from across the organization
will be collected and analyzed
Data will measure true performance towards
meeting goals, not the performance of individual
offices or programs
Comprehensive data will support analysis of
barriers and inform implementation of solutions
for efficiency

Delivering What Matters
Information Technology
About this measure:
The program outcome is to have
appropriate technology and systems
available to deliver timely services
as related to the Data Security
Program.
This measure is to show the Risk
Rating and Security Aggregate
Scores for the County's enterprise
technology posture. The higher the
score, the greater the security risk.
Penetration testing looks for
weaknesses externally via the
internet into our network. Internal
testing for weaknesses is conducted
by placing a machine on the inside to
look for and attempt to exploit those
weaknesses identified without the
destruction of data. Social
engineering is also used to test our
users.

Year Over Year Security Risk Rating

Year Over Year
Security
Agregate Score

5

26

2

2

2

1

Critical

1

High

11

1

Meduim

2020

2

2021

Low

2020

2021

Source: Pen Test

Why does this matter?
This measure will tell the story of how well the County's security measures are working to prevent outsiders from infecting internal
systems with malicious threats.
1/4/2022

IT Performance Measures(2018).xlsx

KPI 9028

Delivering What Matters
Data Privacy Coordinator
About this measure:
Total number of employees
who completed annual
security awareness
computer-based training

Countywide Annual Security Awareness Training
Completion
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Source: KnowBe4 Training Dashboard

Why does this matter?
Annual security awareness training provides a reminder of how important it is to protect data along with practical tools and
scenario-based learning to combat current industry threats at the user level.

12/20/2021

Data Privacy Performance Measures.xlsx

Snapshot #1

Delivering What Matters
Data Privacy Coordinator
About this measure:
Consultation time includes
research, drafting
responses to records
requests, providing
guidance on procedures,
analysis of redaction, and
various other functions
related to records
management and data
security.

Consultation Time (Hours)
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Records Mgmt
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3
13
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19.9
96.4

2021
51.9
156.1

Data Security

0

7.5

25.3

Data Privacy Coordinator Consult Time Tracking Spreadsheet
Source: *2019 data is limited as DPC did not start until August
**DPC Spent March - April 2021 as acting Logistics Coordinator for County's COVID Response

Why does this matter?
These tasks were previously completed by each department, the responsibility of the County Attorney's Office, or not
completed at all. By transferring responsibility to the Data Privacy Coordinator, attorney's can focus on tasks that can only be
preformed by a licensed attorney (e.g. legal advice, court preparation, court appearance) and departments now have a
resource to ensure they are fulfilling their responsiblities in records management and data privacy/security.
12/20/2021
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Snapshot #2

Delivering What Matters
Data Privacy Coordinator
Total Consultation Hours by Division
- 2021

About this measure:
That data shown here
shows the total time spent
providing consultation in
the Data Privacy
Coordinator's three major
areas of responsibility
(data privacy, data
security, and records
management).
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Source: Data Privacy Coordinator Consult Time Tracking Spreadsheet

Why does this matter?
There are departments that have a high volume of data requests and with that large body of work often comes complex or
unique issues in responding to those requests. Generally speaking, the more complex or nonstandard a request is, the longer
it takes to fulfil it.

12/20/2021
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Snapshot #3

Delivering What Matters
Data Privacy Coordinator
About this measure:
This data shows the case
complexity:
High:Multiple departments, along
with Data Privacy Coordinator and
an Attorney were needed to
complete the work
Medium: Department(s), along
with Data Privacy Coordinator
and/or other subject-matter
experts were needed to complete
the work
Low: Only the Data Privacy
Coordinator, working with the
department, was needed to
complete the work

Case Complexity - All Departments (percent of all
cases)
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Source: Data Privacy Coordinator Consult Time Tracking Spreadsheet

Why does this matter?
Case complexity highlights the need for and allows us to gage the need for additional employee training as well as crossfunctional coordination and resource sharing
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Snapshot #4

